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VMTN VMware Technology Network

Virtual Appliances Frequently Asked Questions

Q: What is a computing appliance?

A: According to various sources on the Internet, a ‘computing appliance’ is a class of computer product which is designed with a
specific function in mind and has limits on the ability to be configured beyond that specific function.
There are three forms of computer appliances currently in common use:

1. ASIC (Application-Specific Integrated Circuit) based devices with no separate operating system. The device has a
limited user interface (usually available via web browser or serial connection) that allows basic configuration of the
device. Devices in this class of appliance can include items like DSL Routers, Cable Modems, Music Players (iPod,
etc.). Often, devices in this class are solid-state devices and may or may not have disks for storage.

2. General purpose computer with a custom operating system that integrates an application directly into the OS.
Because of the custom nature of the operating system, vendors tend to lock these devices down to a minimal set of
configuration options and may completely restrict access to the device. Cisco’s I0S-based routers and Azul Systems
Network Attached Processing Appliance are examples of devices in this class.

3. General purpose computer with a standard operating system that is used to host a specific application. This class of
device generally locks down the operating system to only allow use of the specific application that the device was
built to support. Devices in this category generally use open-source operating systems like Linux to host their
applications. Examples of devices in this class include the Google Search Appliance, the Barracuda Anti-SPAM
Appliance, and the Cast Iron Application Router.

Generally, the reason devices are called appliances is that they share some characteristics with more traditional household
appliances. In that regard, computing appliances tend to be:

Designed to provide a specific set of functionality
Limited to specific vendor provided configurations
Closed and sealed devices

Not repairable or upgradable by the owner
Simple with a limited user interface

Intended for plug-and-play installation and setup

Q: What is a virtual appliance?

A: Avirtual appliance is similar to a 'traditional' computing appliance and is designed with a specific function in mind. The major
difference is that instead of being built on a physical computing device, a virtual appliance is built using virtual machine and
can be run on VMware Player, VMware Workstation, VMware Server, or VMware ESX Server. A virtual appliance starts with
a pre-installed and pre-configured operating system. In addition to the base operating system, a virtual appliance contains a
pre-installed and pre-configured application. The application may have multiple components and services to provide the
required functionality.

The key benefit to building virtual appliances is that developers/vendors no longer need to build, test, and ship physical

hardware devices while they still maintain the benefits of providing a ‘sealed’, purpose-built solution.

The key benefits to users of virtual appliances focus around simplicity. Virtual appliances can be deployed in a user's
environment quickly and easily with very little interaction. Virtual appliances can be used with VMware virtualization products
that can run on the standard x86 hardware already in the user's environment (thus simplifying or eliminating hardware
procurement issues).

Q: What is the difference between a virtual appliance and a virtual machine?

A: Avirtual appliance is a type of virtual machine. A virtual machine can be as simple as the base install of an operating system
that is intended to be used as a general purpose desktop or server environment. Generally, to use such a virtual machine,
users need to install whatever software they need to get their jobs done. On the other hand, a virtual appliance contains all
the pre-configured components (OS, services, applications, etc) to solve a specific problem. A virtual appliance is intended to
give the user the ability to jump start their efforts around a specific task as the appliance would typically take minimal effort to
configure for any specific environment (network configuration, initial tool configuration, etc.). Virtual appliances are not
general purpose Virtual Machines. They are designed to solve a specific problem and are intended to simplify the installation
and management of the solution.

Q: Are there different types of virtual appliances?

A: Inageneral, there are two classes of virtual appliance:

1. Purpose-Built Virtual Appliance: This type of virtual appliance locks down access to the operating system to only
allow use of the specific application that the virtual appliance was built to support. Configuration options are limited
and are typically controlled through a limited command-line interface or through a browser interface that is exposed
by the virtual appliance.

2. Reference Implementation Virtual Appliance: This type of virtual appliance is similar to the Purpose-Built Virtual
Appliance in that it is built to serve the needs of a specific application or class of application. Unlike the Purpose-Built
Virtual Appliance, this type of appliance allows the user to modify the reference configuration to suit their needs. An
example of this class of virtual appliance would be an appliance built to serve J2EE applications. Such an appliance
would include a pre-installed and pre-configured operating system, J2EE application server, and optionally a basic
install of a database server. This class of appliance would allow the user to tweak the underlying OS, the J2EE
application server, and the database server to meet their needs. The user of this class of appliance would be free to
add additional components as necessary to serve the requirements of their specific application.

Q: How do I build a virtual appliance?

Al There are a few simple steps you need to follow to build your own virtual appliance.
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Download a copy of VMware Workstation (download VMware Workstation).

Create a new Virtual Machine (Creating a new VM). Be sure to configure the memory for the VM and reserve enough

disk space on the virtual disk. Create the VM in its own directory so the whole directory can be packaged up later.

3. Configure the Virtual Machine with all the necessary devices. Be sure to set the network up in a way that is simple for
your target users to deploy (notes on network setup).

4. Install the guest operating system inside your new VM (guest OS installation notes). IMPORTANT: Please be sure to

understand and respect the licensing and redistribution requirements for the OS and applications you include.

e

5. Install VMware Tools inside the new VM (notes on installing VMware Tools).

6. Setup and configure the services and applications required for your appliance (your custom software, development
tools, configuration tools, documentation, web servers, etc.)

7. Complete any performance tuning of the guest OS and/or the VM (notes on performance tuning).

8. Document any special situations required to run your VM on a different machine (specific network settings, user

names and default passwords, etc.). Store this 'Getting Started' document along side your VM files (*.vmdk, *.vmx,
etc). Be sure to save this file in a format that can be read on any platform (text, HTML or PDF). Be sure to include
descriptions of what your virtual appliance was built to do.
9. Be sure to un-mount any installation media (SO files) and remove any custom network settings (proxy servers, etc)

before 'finalizing' your appliance.

10. Package up the whole directory that contains your VM. Use ZIP, TAR, and/or GZIP to compress your directory into a
single file.

11. Once you have built your virtual appliance, be sure to test the appliance out on a different machine. You can use
VMware Player, VMware Workstation, or VMware Server to test your new virtual appliance. Update your
documentation as necessary.

Q:  Why build a virtual appliance?

A: Building a virtual appliance is a compelling new approach to software distribution. Deploying software as a virtual appliance
eliminates many of the stumbling blocks associated with traditional software distribution. With a virtual appliance, you can
now ship pre-installed, pre-configured, and tested standard configurations that enable the end-users of your software to
literally plug your solutions into their environments with minimal effort. Not only does this decrease the time it takes to get
your software up and running in your users environments; but it also decreases potential support issues related to incorrectly
configured software or hardware. Users can simply download your virtual appliance and run it with VMware virtualization
software.

Q: How can virtual appliances be deployed to new VMware users? How do virtual appliances work in existing VMware
environments?

A: With the release of the VMware Player and VMware Server, it is now free for virtual appliance users to get started with this
kind of approach to solving their problems. As a customer's needs evolve, they can adopt other VMware technologies like
VMware Workstation, VMware ACE, and VMware ESX Server. Virtual appliances can be run on current releases of all these
products. Virtual appliances can easily share the same infrastructure as other virtual machines within the customer's
infrastructure.

For users with existing VMware infrastructure, adding a virtual appliance is as simple as deploying any other VM within their
environment. In fact, virtual appliances can take advantage of the benefits provided by high-end VMware configurations and
features like VMotion™ and can be centrally managed by the VMware VirtualCenter. Virtual appliances can co-exist along
side existing virtual machines already running within a host machine.

Q: Can | use a Microsoft Windows operating system for my virtual appliance?

A: Unfortunately, due to licensing restrictions on the redistribution of the Windows family of operating systems, you cannot
create a virtual appliance with Windows. While there is nothing that would preclude you technically from building a virtual
appliance with any of the Windows operating systems (in fact VMware even works with the beta releases of Windows Vista),
licensing and distribution restrictions make it all but impossible to do so. The key to your use of any operating system within a
virtual appliance is ensuring that you have the rights to distribute that operating system with your appliance.
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